MHUHUCTEPCTBO OBEASOBAHI/IH N HAYKH
AMYPCKOH OBJIACTH
(MuHoOpHAYKH AMYPCKOii 00,1aCTH)

IIPUKA3

21.03.2022 Ne 322

r. biarosenieHck

O IOTMOJHUTENIBHBIX MEPOIPHUATHSIX 10 TTOATOTOBKE K MPOBEICHUIO
roCyJIapCTBEHHOM UTOTOBOM aTTEeCTAIMKU TI0 00pa30BaTEILHBIM IIpOrpaMMam
OCHOBHOT'O OOIIIETO U CPEHEro 00IIero 00pa3oBaHus

B AMypckoii oonactu B 2022 roay

B cooTtBercTBUM ¢ nmuchMamu DenepaibHOM ClykObl IO HAI30py B cdepe
obOpazoBanus u Hayku oT 03.03.2022 Ne 10-69, ot 04.03.2022 Ne 04-45, uensax
oOecrieueHus: MPOBEACHUS MOATOTOBKU U MPOBEAEHUS TOCYJapCTBEHHON UTOTOBOM
aTTecTaly MO0 MPOrpaMMaM OCHOBHOI'O OOILEro U CpeHero oouiero oopazoBaHusl
B AMypckoit o6iactu B 2022 rony (nanee — ['A)

NPHUKA3bIBaIO:

1. PekoMeH10BaTh pyKOBOJUTENSIM OPTaHOB MECTHOTO CaMOYIpaBiIeHUS
MYHULIMNIAJIBHBIX ~ PAalOHOB,  MYHULUMNAIbHBIX M  TOPOJCKUX  OKpYTOB,
OCYIIECTBIISIIOIIUX yIpaBiaeHue B cepe 00pa3oBaHuUsi, 00ECIIEUNTD:

1.1. O6s3aTenbHOE yyacTre B MPOBEEHNN BCEPOCCUICKUX U PETMOHATBHBIX
TPEHUPOBOYHBIX MEPONPUATHIX MO TMOATOTOBKE M TMPOBEICHUU E€IUHOTO
rOCyAapCTBEHHOTO 3K3aM€Ha BCEX IYHKTOB IMPOBEACHHUS HK3aMEHOB (nanee -
[II19) B cooTBETCTBUU C TpaUKOM, YTBEPKACHHBIM IMPUKA30M MHHOOpHAYKH
Amypckoit odnactu ot 10.02.22 Nel27;

1.2. Otkmouenue ot cetu «HMHTEpHET» M OOHOBJIEHHS ONEPALMOHHBIX
CUCTEM KOMIIBIOTEPOB, KOTOpbIE OyAyT 3a7eicTBOBaHbI mpu npoeAaeHun ['MA B
[II19 (B mrrade I3, aynuropusix, npu NpoBeACHUH K3aMeHa 0 HHPOPMATUKE U
UKT);

1.3. IlpoBeeHre MHBEHTApHU3ALUHU CIYk O U BEO-CEPBUCOB, HCIOIb3yEMbIX
Ui QYHKIIMOHUPOBAHUS OPUIMAIBHBIX CAaTOB M pa3MEUICHHBIX Ha MEpPUMETpe
uH(OPMAITMOHHON MHPACTPYKTYPHI (1aee - CIy>KObl 1 B€O-CEpBUCHI);

1.4. OTKIIIOUEHUE HEHUCTIONb3YEMBIX CITYX0 U BeO-CEepBUCOB,;

1.5. Ycunenue tpeboBaHMN K MapoJbHOW MOJUTHKE aIMHUHHCTPATOPOB U
M0JI30BATENEN CaliTOB, UCKIIIOUMB MPU 3TOM HCIIOJIb30BAHUE MapoJjei, 3aJaHHbIX
10 YMOJITYAaHUIO, OTKIIFOUNUTh CEPBUCHBIE U HEUCIOIb3YEMbIE YUETHBIE 3aIUCH;

1.6. CereBoe B3aMMOJIECTBHE C MPUMEHEHHEM 3allUIIEHHBIX aKTyaJlbHBIX
Bepcuil MpoTOKOJOB cereBoro B3aumogeictBus (HTTPS, SSH u npyrux
MIPOTOKOJIOB);



1.7. UcknroyeHne MpUMEHEHUs Ha calTax CEpBUCOB MoOJcYeTa U cOopa
JAHHBIX O TIOCETUTENIIX, CEpPBHCOB IMpPEJOCTaBICHUS HUHOpMaIUU O
MECTOMOJIO)KEHUM UM HMHBIX  CEPBHCOB, pa3pa0OTaHHBIX  HMHOCTPAHHBIMU
opranm3anusiMu (Hanpumep, ceprucos onthe.io, RRCAPTCHA, YouTube, Google
Analytics, Google Maps, Google Translate);

1.8. HckntoueHne BO3MOKHOCTHM HCIOJIB30BAaHHUS BCTPOCHHBIX BHUACO- U
aynuo-daiinos, uHTepdeiicoB B3aummozeiicTeus API, «BumkeTroB» u Apyrux
PECYpPCOB, 3arpy)aeMbIX CO CTOPOHHUX CAUTOB, 3aMEHHMB UX MPU HEOOXOIUMOCTHU
TUIIEPCCBUIKOM HA TAKUE PECYPCHI;

1.9. Hacrtpoiiky mpaBuJl CpPEACTB MEXCETEBOTO  AKPAHHPOBAHMUS,
HaIpaBJIeHHBIX Ha OJIOKUPOBKY HEPA3PEIICHHOTO BXOASIIETO Tpaduka;

1.20. ®unpTpanuio Tpaduka MPUKIATHOTO YPOBHS C IPUMEHEHUEM CPE/ICTB
MEXCETEBOT0 SKpaHHWPOBAHUSI YpOBHs NpuiokeHuit (web application firewall
(WAF)), ycTaHOBIIEHHBIX B PEKUM MPOTUBOACHCTBUS aTaKkaM;

1.21. AxtuBupoBanue (QYHKIHMMA 3alIUTHI OT aTak OTKa3a B OOCITYKUBaHHUU
(DD0S- aTak) Ha cpencTBaX MEKCETEBOIO IKPAHUPOBAHHS M JPYTHX CPEACTBAX
3alUThl HHPOPMALIUY;

1.21. OrpanuyeHne KOJHMYECTBA NOAKIIOYEHHUN C Kaxaoro I[P-agpeca
(HampuMep, yCTaHOBUTH Ha BeO-cepBepe mapamerp rate-limit);

1.22. bnokxupoBanue Bxomsmiero tpaduka, nocrtymaromero ¢ IP-anpecos,
CTpaHOM mpoucxoxkacHus KOoTopeix sABistorcs CIIA, crpanel EBpomneinckoro
COI03a WJIM UHOM CTPaHOMU, SBJISIONIETOCS UCTOYHUKOM KOMITBIOTEPHBIX aTak;

1.23. brnokupoBanue Tpaduka, MOCTynarwIero u3 «reHeBoro MHTepHeTay
gyepe3 Tor-Opayszep (CHMCOK Y3JI0B, KOTOpbIE HEOOXOIUMO 3a0JOKHPOBATH
cozepxuTcs 1o aapecy: https://www.dan.me.uk/tornodes);

1.24. TloarotoBky IIIID B coorBercTBUM ¢ TpeboBanusmu DenepanbHON
CIy’kO0bl TI0O Haa30py B cdepe 3ammThl MpaB MOTpeOuTeneit u Oiaaromnorydus
YEJI0BEKA;

1.25. Texuumyeckyto moarotoBky IIIID: namuume m pabOTOCTIOCOOHOCTH
pPaMOK ¥ METAJJIONCKAaTENei; HAIMYue B JOCTATOYHOM KOJIMYECTBE HEOOXOIUMBIX
pacxogHbIX MarepuanoB (Oymara, KapTpuDKM, TOHEp M Tp.), PE3EPBHBIX
KOMIIBIOTEPOB 115 TpoBeaeHus [ UA;

1.26. CBOEBpEMEHHOE BBINOJHEHUE JCUCTBUI MO TEXHUYECKOW MOJATOTOBKE
[ITID x MpUMEHEHUIO TEXHOJIOTHI MeYaTH MOJHOTO KOMIUIEKTa 3K3aMEHAIIMOHHBIX
MaTepuaioB M CKAHUPOBAHUIO HK3aMEHAIIMOHHBIX MaTepuaioB (TpoBeACHUE
TEXHUYECKON TMOArOTOBKH, KOHTPOJISI TEXHUYECKOW TOTOBHOCTH, aBTOpHU3AIUU
YJICHOB TOCYAApPCTBEHHOM HK3aMEHAIIMOHHOW KOMHUCCHM AMYpPCKOM 00yiacTh B
[113);

1.27. KonTponp Hamumuus B kKaxaoM [1I1D HeoOXoAuMMBIX MaTepHasioB IS
npoBenenust dk3ameHoB (CD  muckm ¢ 3K3aMEHAIMOHHBIMU —~ MaTepUajiaMH,
BO3BPATHO-0CTABOYHBIC MTAKETHI, JOTIOTHUTENIbHBIE OJIaHKK 0TBETOB Ne 2 1 mp.);

1.28.  BsaumojelictBue ¢  OpraHamMd  MCIHOJHUTEIbHON  BJIACTH,
OCYHIECTBISIOIMMUA ~ (QYHKIMM 1O OOECHNEYEHUI0 HHEProcHAOXKEeHMs, IS
oecniepeboitHoM nmogaun snekrponutanus B [1119 B qHU npoBeeHNs 25K3aMEHOB;



1.29. B3aumopelcTBME€ ¢ MYHHUIUMNAIBHBIMUA TOApasaeneHusmMu  MBJ]
Poccun mo Bompocy obecrieueHus O€30MaCHOCTH U OXpPaHbl OOIIECTBEHHOTO
nopsigka Bo BpeMs mnpoBenenus [MA B IIIID m Ha npuneraromux K HUM
TEPPUTOPUSIX;

1.30. B3anmoencTBiue ¢ MyHUIIMIAIBHBIMU OPTaHAMM 3/IPABOOXPAHEHUS 10
BOMNPOCAM HanpaBiIeHUS METUITMHCKUX paboTHHKOB B [1113;

1.31. CBoeBpemeHHOE 00OydeHHE Ha Y4eOHOW MIaTdopMe CIEIHAINCTOB,
IIPUBJIEKAaEMBIX K ITpoBeneHuio [ A;

1.32. Hamuune B kxaxaom IIIID undopmammu o TenedoHHBIX HOMEpax
«ropsSiYMX» JIMHUHI 10 Bompocam nposenenus [A

2. ['ocynapcTBEHHOMY aBTOHOMHOMY YYPEXIEHUIO JOMOJHUTEIBHOTO
npoeCCUOHAIBHOTO 00pa30BaHUsl «AMYPCKUN 00JaCTHON HMHCTUTYT pPa3BUTHUS
obpazoBanus» (bopsynosa F0.B.) oGecrieunts:

2.1. B3auMmopeiicTBUE C pErHOHaNbHBIM OpraHoM PockoMHang3opa 1o
BOIPOCAM PETUCTPALUU OJIOKHPATOPOB MOOMIIBHOM CBs3H, UcTioyb3yeMbIx B 11110,
B CJIy4ae UCTEUYEHUS CPOKA pa3pellCHUs;

2.2. BzaumogeiictBue ¢ ITAO «PocTtenekom» MO BONPOCAM IMOJATOTOBKH
CHCTEMBI BUICOHAOIIOICHUS K OHJIAliH TPAHCISIMK Ha IopTan Smotriege.ru;

2.3. '0OTOBHOCTH PETMOHAIBHOTO CUTYallMOHHOTO HEHTPA K OCYIIECTBICHUIO
OHJIAliH HAOJIIOICHHS B XOJI€ YK3AMEHOB;

2.4. KoHTponb 3a CBOEBPEMEHHBIM O0yuyeHHMEM Ha ydeOHOH miaTdopme
CIIEHUAJIMCTOB, NPUBJIEKAEMbIX K poBenennto [ A.

3. Otneny obuero oopazoBanus (Paxmarymiuna M.P.) obecnieunTs:

3.1. Kontpous 3a nmpoBenenuem [ MA;

3.2. CBOEBpEeMEHHYIO aKKpEIUTalluI0 OOIICCTBEHHBIX HaOJrogaTenei 3a
npoBenenuem ['NA.

4. KoHTposib 3a UCHOJHEHHEM HACTOALIETO IMpHKa3a BO3JIOXKHUTH Ha
3amectuTess MuHKcTpa [lonenyeBy O.b.
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